SHARP

MFP
TECHNICAL

TT-20412 TP

Models:

Priority:
Date:

Subject:

Description:

Details:

SHARP ACADEMY

2A78EDUCATION DNLIN.E WITH YOou -

Sharp Plaza Mahwah, NJ 07495-118: * |

e-mail: sharp-pc@sharpsec.com

MX-M283N/MX-M363N/MX-M453N/MX-M503N
MX-M623N/MX-M753N
MX-4100N/MX-4101N/MX-5001N
MX-2610N/MX-3110N/MX-3610N
MX-4110N/MX-4111N/MX-5110N/MX-5111N

Medium
April 2012

Authentication and Access Control with Active Directory and HID Cards

MFP users can now be authenticated and controlled using HID access cards and card
readers.

See the instructions and examples on the following pages to see how to set up the HID
card and card reader with Active Directory.
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Network Login Using a USB HID Card Reader
with the Aries and Virgo MFP

On the Sharp C-Jupiter Il, Jupiter 111, Dragon Ill, Aries and Virgo series MFPs, you can
link authority groups, favorite operation groups and page limit groups to unused
attribute fields in individual user records in active directory. By using a Custom LDAP
address book with LDAP Server Access Control for authentication, network users can be
controlled in the same fashion as was previously possible only with local MFP accounts.

However, the Aries and Virgo series have a new field (Card ID) added to the LDAP
Server Access Control settings that extends this capability to users with HID cards. This
allows them to login into the MFP using network authentication via a HID card!

Using an HID card has several advantages over the normal network authentication
method using network user names and passwords:

The user is authenticated at the MFP to the network with a single card swipe
without having to type in a password.

The user is authenticated at the MFP to the network, even if the user’'s network
password has changed.

Users without a HID card cannot log into the MFP, even if the user has a network
user name and password.

Users with HID cards cannot log into the MFP if the card IDs have not been
entered in to the users’ records in Active Directory.

Once the users HID cards are authenticated to the network for the first time, the
users can still log into the MFP with their same permissions when the LDAP
server is not available.

Printing, copying and scanning permissions are granted on login based on the
entries in the users’ records in Active Directory.

This method requires no users be created or HID cards registered on the MFP.

The following pages show logon screens seen when using HID cards with different
permissions in Active Directory using the Linkage with User Control Function on the
Aries or Virgo MFPs.



A. User granted full control for Color and Black and White mode operations.
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C. User prohibited from using any functions of the MFP.
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D. Screen presented when the LDAP server is not available for a user granted full
control. (Pressing the OK button allows access to the MFP panel.)
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The following are the steps used to create the custom LDAP server with LDAP Server
Access Control with a HID card for network authentication on a Sharp MX-5111N that
produced the screens shown above.

NOTE: It is assumed that the MFP has been previously installed and properly configured
in the network. Further, full administrative access and knowledge of Active Directory is
available.

A. Create Authority Groups

1. Navigate to the home page of the MFP.

2. Click on the Login button and login as the Administrator.

3. Click on User Control on the left hand menu item and then click on the Authority
Group List sub menu.

4. Click on the Add button and the new Authority Group Registration screen will
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5. Name the Authority Group Full Control and select User as the registration model.
Click on the Submit button when done.
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6. Next, add another Authority Group naming it B&W Only and select Color
Prohibited as the registration model. Click on the Submit button.

7. Finally, add another Authority Group naming it No Access and select Guest as the
registration model. Select Prohibit for all functions on this page and click on the

Submit button when done. The Authority Group List should appear as below.
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B. Create Favorite Operation Groups

While numerous changes can be made for a Favorite Operation Group, only the
screen background colors will be changed in this example.

1. Click on User Control on the left hand menu item and then click on the Favorite
Operation Group List sub menu.
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2. Click on the Add button and the new Favorite Operation Group Registration

screen will appear. Name this group Green — Full Control and click on the System
Settings tab.
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3. Scroll down the page to the MFP Display Pattern Settings and select Pattern 4
(green background) from the drop down box and click on the Submit button.
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4. Next, add another Favorite Operation Group, name this group Blue — B&W Only
and then click on the System Settings tab. Scroll down the page to the MFP
Display Pattern Settings and select Pattern 2 (blue background) from the drop
down box and click on the Submit button.

5. Finally, add another Favorite Operation Group, hame this group Red — No Access
and then click on the System Settings tab. Scroll down the page to the MFP
Display Pattern Settings and select Pattern 6 (red background) from the drop
down box and then click on the Submit button. The Favorite Operation Group
List should now appear as shown on the next page.
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C. Create Custom LDAP Server on the MFP

1.

Click on Network Settings on the left hand menu item and then click on the LDAP
Settings sub menu.
Click on the Add button and the new Global Address Book Settings screen will
appear.
Enter the name to use for this address book, the LDAP search root and the IP
address or DNS name of the LDAP server.
NOTE: It is important that the Search Root field has at least the domain root
path entered. If this field is left blank, authentication can be done but the
Linkage with User Control Function will not be applied.
Change Server Type from Standard to Custom so that that the default attributes
fields can be edited.
NOTE: LDAP attributes must be capitalized and spelled exactly as shown or the
Linkage with User Control Function will not be applied.
As this address book will be used for authentication only, change the Search
Attribute field from cn to sAMAccountName. This attribute returns the user’s
logon name rather than his first and last name from the cn attribute.
NOTE: This is important as the user account is auto created on the MFP when
the user logs on for the first time at the MFP. When printing, the user must
supply his logon name (sAMAccountName) and password. If the default cn
attribute is used in the custom LDAP setup, two accounts for the same user will
be created. As an example, if the user’s cn attribute is Don Clark and his logon
name is clarkd, two users accounts will be created on the MFP — *Don Clark and
*clarkd.
It is assumed that the following user attributes were available for use with the
Linkage with User Control Function:

a. physicalDeliveryOfficeName (Displayed as Office on user’s General tab in

Active Directory Users and Computers )



b. wWWHomePage (Displayed as Web page on user’s General tab in Active
Directory Users and Computers)
c. ipPhone (Displayed as IP phone on user’s Telephone tab in Active
Directory Users and Computers)
7. Under the Linkage with User Control Function, type in
physicalDeliveryOfficeName in the field for Authority Group, wWWHomePage in
the field for Favorite Operation Group and ipPhone in the field for Card ID.
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8. Complete the port number with the default LDAP port of 389 or the Global
Catalog port of 3268, the LDAP user name and password and authentication type
as needed for the network. For Server Usage, uncheck the box for Address Book
and check the box for User Authentication. Press the Execute button for
Connection Test. If there are no problems, click the Submit button to save the
settings.
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D. Update user attributes in Active Directory

NOTE: The following steps should be performed by a qualified Network
Administrator. The Active Directory structure used for this example places users in
organizational units that correspond to their job functions. MFP permissions will be
based on these organizational units. Users in the Advertising and Managers
organizational units will have permissions to use all functions of the MFP and can
print in color or black and white. Users in the Production unit can also use all
functions of the MFP but can only print in black and white mode. Users in the
Temporary unit will not be allowed to use any MFP function.

1. On the Domain Controller, open the Active Directory Users and Computers
administrative tool.

2. Expand the Advertising ou and highlight all users. Right click, select Properties
and click on General tab. Click on the check boxes next to Office and Web page.
Place a 1 in the Office and Web page fields and then click on OK. All users in this
unit will now belong to the Full Control authority group and the Green — Full
Control favorite operations group when they log in at the MFP.
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3. Repeat for the above for the users in the Managers ou as they will have the
same authority and favorite operations groups assigned to them.



4. Expand the Production ou and highlight all users. Right click, select Properties
and click on General tab. Click on the check boxes next to Office and Web page.
Place a 2 in the Office and Web page fields and then click on OK. All users in this
unit will now belong to the B&W Only authority group and the Blue — B&W Only
favorite operations group.

Production 9 objects Properties for Multiple Items 2x]

General |.t’-'«c:|:nunt| Addre33| Profile I Drganizatinnl

g Multiple uzers selected

To change a property for multiple objects, first select the checkbow to
enable the change, and then bppe the change.

Depending on the number of abjects selected, vou might have to wait whilz
the changes are applied.

EYENEN NN N ENEY N

[ Description: I

¥ Office: B |

I~ Telephone number. |
[ Eax |
[F web page: [2 |
" E-mai |

I ak I Cancel | Apply |

5. Expand the Temporary ou and highlight all users. Right click, select Properties
and click on General tab. Click on the check boxes next to Office and Web page.
Place a 3 in the Office and Web page fields and then click on OK. All users in this
unit will now belong to the No Access authority group and the Red - No Access
favorite operations group.



6. Next, users assigned with HID cards that are to be given access to the MFP must
have their HID card number added to their user attributes. In the Active
Directory Users and Computers tool, right click on the user name to add a card
to and select Properties. Click on the Telephones tab and fill in the IP phone field
with the number contained on the HID card. Click on OK when done.
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7. Repeat for each user who will have access to the MFP keeping in mind that a
card can only be registered to a single user.



E.

Install the Card Reader to the MFP and enable User Control.

All that remains to implement this solution is to install the HID card reader on the
MFP and set the authentication method to HID card only. The following

1. At the MFP, press the Settings button on the Home screen of the display.
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2. At the Settings screen, press the Administrative Login button.
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3. When the following screen appears, type in the administrator password (default
admin) and then press the OK button.

4. Press the Login button.
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5. When the Settings screen reappears, click on the User Control menu to expand it
and then click on Card Type / Card Reader Settings.
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6. Click on the checkbox for Use IC Card for Authentication and then press the
Submit button.
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7. Scroll down under User Control, select the Card Reader Device Registration menu
item and then click on the Read button.
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8. When the following message appears, insert the USB cable from the HID card
reader into the USB connector of the MFP and then press the OK button.
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9. After a few moments, the Product ID and Vendor ID fields will be populated with
the values from the card reader. Click on the Submit button after this occurs.

b % OJLINE M PRINTER
u User Control > Card Reader Devic gistration

Card Reader Device Registration
L Re ard Reader

10. Under User Control select Default Settings menu item.

‘;‘, OLINE B PRINTER
A Settings Cancel "l! v Job Status
u User Control > User List

Default User Lis

User Name

Index: All Users u
Display Items: =

User Name




11.Select Enable from the drop down list for User Authentication and leave the
Authentication Method Setting at the default as shown.
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12.Scroll down and select the LDAP server created for use as the authentication
server from the drop down list. Check the box next to Perform LDAP server
access control and any other desired options on this screen.
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13.Scroll down to the last screen, click on the box next to Automatic Login with a
Card and click on the radio button for Only Card Authentication Approved. Click
on the Submit button when done.
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14.The Home screen will then be displayed as shown below and only users with
their HID cards registered in Active Directory or the MFP administrator can log
into the MFP. Their permissions to use the MFP functions will be restricted by the
Authority Group that was assigned to them in Active Directory as shown on
Pages 2 and 3 of this document.
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